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The Spammers' 
Compendium

● Focus on spammer content trickery

● First reported on tricks in January 2003
● (at first MIT Spam Conference)
● Initially there were 12 tricks reported
● Currently TSC contains 63 known 'in 

the wild tricks'

● http://www.jgc.org/tsc



Trick Reporting

● Initially I did all the work

● Now anyone can report by...
● ... sending a sample spam to 

tsc@jgc.org
● ... including a complete message seen 

in the wild

mailto:tsc@jgc.org


Trick Trend
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In the background

● What: Remotely loading an image using 
the background attribute of the 
<body> tag

● Date added: June 13, 2007
● Example from the wild:
● (Reported by Nick FitzGerald) <body 
background="http://wtargue.hk/qua
ntitative.gif"> 



Doing the Twist

● What: Rotating images to make them 
hard to OCR (and sometimes slicing the 
image before random rotation of each 
slice).

● Date added: March 19, 2007



Doing the Twist



Doing the Twist



Doing the Twist



SPUTR

● TSC entries have 'funny' names
● SPUTR: Spam/Phish Uniform Trick 

Repositry
● Defines 'meaningful' name for each 

trick



SPUTR Name

● Three parts:
● A technology: defines the technology 

used to create the trick
● A name: a unique name
● A purpose: what the spammer uses this 

trick

● Technology!Name!Purpose



SPUTR Technology

CSS Use of CSS
HTML Any HTML without using

CSS
Javascript Use of Javascript for trickery
MIME Manipulation of MIME
Plain Plain text
PDF Adobe PDF files
Image Attached or referenced images
Flash Adobe Flash



SPUTR Name

● Short version of the current TSC name



SPUTR Purpose

BWO Bad Word Obfuscation Making it hard for a filter to parse potentially bad words (e.g.
Viagra)

GWI Good Word Insertion Adding words likely to confuse a statistical filter
HB Hash Busting Inserting randomness designed to make message hashing hard
TA Tokenization

Avoidance
Preventing a filter from tokenizing a message

UH URL Hiding Hiding a URL so that a user is fooled into clicking an incorrect
link

UO URL Obfuscation Making it hard for a filter to identify a URL and check it
against a black list

WB Web Bugs Inserting a beacon that tells the spammer that a message has
been read 



SPUTR Examples

● Honey, I shrunk the font
– GWI!ShrunkFont!HTML

● A Numbers Game
– BWO!Numbers!HTML

● The Black Hole
– BWO!BlackHole!HTML

● Speaking in Tongues
– HB!Tongues!Plain

● Ze Foreign Accent
– BWO!Accent!Plain



Trick Technology

CSS 11.11%

HTML 50.79%

Plain 22.22%

MIME 1.59%PDF 1.59%
Javascript 3.17%

Image 7.94%Flash 1.59%



Technology Trend
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Trick Purpose

BWO 28.57%

GWI 15.87%

HB 4.76%

TA 31.75%

UH 7.94%

UO 9.52%
WB 1.59%



Purpose Trend
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PDFs

● Use of PDFs is all about tokenization 
avoidance

● PDFs can be compressed
● Can contain images



PDFs: Professional



PDFs: replacing image 
spam



PDFs: replacing image 
spam



PDFs: what's working

● Looking at document meta data
– Page size
– Character set used

● Looking at the base64 encoding



Next Steps

● Keep sending me spam!

● Start open source project
– Given a spam message output the tricks 

used within it
– Implement as a fast library
– Use it to report on trick trends


